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Abstract

The purpose of this research is to build an affordable and accessible smart home system based on the
technologies of Internet of things. Current smart home systems on the market are expensive and require
compatible devices. Our goal is to investigate, design, and implement a cheaper system that can be used
with appliances that people already have. Building an affordable and accessible smart home is important,
because it allows people to control and monitor aspects of their homes, which makes lives easier and keeps
homes more secure. In our system, a Raspberry Pi device is used to control various peripheral devices
including lights, blinds, a fan, a temperature sensor, and a security camera, by executing various Python
scripts. A user interacts with the system through a web interface. That is, a light or a fan can be turned on
or off remotely, whereas the live video stream is sent to the user’s smart phone, tablet, or computer, through
a web browser. The final product is a system that, with some modifications, can be used with most lights,
fans, and blinds already in many homes. This paper details the motivations, challenges, design, process,

and conclusions of our research.

1. Introduction

Internet of Things or IoT is defined as “a network of items — each embedded with sensors — which are
connected to the Internet” [1]. Smart homes are “those where household devices/home appliances could
monitor and control remotely. When these household devices in smart homes connect with the internet
using proper network architecture and standard protocols, the whole system can be called as Smart Home
in IoT environment or IoT based Smart Homes” [2]. A smart home based on IoT is important, because it
allows a user to remotely control aspects of his or her home from anywhere and at anytime, which makes
life much easier. For example, you do not have to be at home to close your blinds or turn off your lights.

Moreover, monitoring a live camera feed of your home helps keep your home more secure.

Popular smart home systems on the market today are Amazon Echo and Google Home. Amazon Echo
costs $99.99, whereas Google Home costs $129.99. Both systems are voice-controlled and can make calls,

play music, and control smart home devices [3, 4]. However, both these systems only work with compatible



devices that are sold separately. For instance, in Google Home, the light that can be controlled by the system
currently costs $69.94, and the Nest Thermostat that is used to control temperature costs $203.99.
Moreover, Ring Video Doorbell, used as a security camera at a door, costs $168.99 [5]. It is obvious that
with each device added, the price of the entire smart home system can exceed a few hundred dollars. For
users who cannot afford the cost and just want simple control of devices they already own, Google Home

and Amazon Echo may not be practical solutions.

Our system cuts the cost of buying compatible devices by interfacing with appliances that people
already own. Our system can turn on and off lights and a fan, open and close blinds, and take pictures and
videos from a security camera and email them to the user. The core module in our system (i.e., a Raspberry
Pi [6]) costs only about $35 [7]. Currently, the system that we have built is not voice controlled and cannot
make calls. However, it does contain the essential functionalities and serves as a starting point for future

smart home systems.

From a high level, our project is designed as follows. A main microcontroller (i.e., Raspberry Pi) is set
up as a website and provides web services to users. Meanwhile, this microcontroller connects to and
interfaces with devices (i.e., sensors and actuators), such as lights, blinds, a fan, a temperature sensor, and
a camera. A user can send a command to the microcontroller through a web browser in her or his smart
phone, tablet, or computer, in order to turn on or off the lights, open or close the blinds, turn on or off the
fan, or take a picture or video. Moreover, a live video stream is sent to the authorized users’ web browser
in real-time. The final product is a system that, with some modifications, can be used with most lights, fans,

and blinds already in many homes.

In this paper, Section 2 briefly describes each component of the IoT architecture for our designed smart
home, whereas Section 3 points out the main challenges. Section 4 details the implementation of the smart

home. Finally, Section 5 discusses lessons learned, and Section 5 concludes this paper.

2. Design of IoT Smart Home

Figure 1 gives a pictorial view of the design of our system. A MCU platform or microcontroller used
is a Raspberry Pi 3 Model B, which hosts a website and interfaces with sensors and actuators. In our smart
home, sensors include a temperature sensor and a security camera, whereas actuators are lights, blinds, and
a fan. To obtain the high quality live camera feed, we use another dedicated Raspberry Pi to collect camera
data. Similarly, to control the fan, an Arduino [8] is applied to interface with it. The user application is a
web browser in the user’s smart phone, tablet, or computer. A user can view the data from sensors and
control the actuators through the web browser. For example, when a user clicks a button (e.g., “Turn on

Light”) in the web page, the request is sent to the MCU (i.e., Raspberry Pi), and the MCU interfaces with



an actuator (e.g., light) to carry out the user’s request. The implementation and specific parts used are further

detailed in Section 4.
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Figure 1. Design of Smart Home

3. Challenges

As we were building the system and adding more functionality, we found the three main challenges:

1) Availability of online resources. IoT is a relatively new research area. Online materials on
connecting the MCU with different actuators are limited, especially for blinds and fans. For
example, it is difficult to find a motor that is strong enough to pull up the blinds but not so strong
to break the Raspberry Pi. Moreover, not many documents can be found to apply the infrared bulb
to control the fan. As a result, we took much trial and error in our research.

2) Limitations of the Raspberry Pi. Originally, we wanted to use a single Raspberry Pi to collect all
the data from the sensors and control all the actuators, in order to reduce the total cost. We found
that although the Raspberry Pi was able to perform the jobs, the response time was beyond users’
tolerance. As a result, we applied a separate Raspberry Pi to collect data from camera, which made
the website become much more responsive.

3) Security. The IoT framework is well known for the vulnerability to security attacks [9]. In our
designed smart home system, we have to consider how our system can be less vulnerable to

different security issues, such as password protection.

4. Implementation of IoT Smart Home

In this section, we detail the implementation of each component of our designed system,

including a website, prototype, lights, blinds, a fan, a camera, and a temperature sensor.

4.1 Website



The MCU (i.e., Raspberry Pi) hosts a website, which is implemented using HTML, CSS/Bootstrap,
JavaScript, PHP, and MySQL [10, 11]. The website uses three tables in the MySQL database. One table is
for storing user information, one for current settings, and another for temperature readings.

When accessing the website for the first time, a user is taken to a registration page where they enter
their name, email, and password, as shown in Figure 2. This information is stored into the database table
for user information. The password in the database is encrypted for enhancing the security. For every

subsequent visit to the website, the user is taken to the login page where they enter their username

and password, as shown in Figure 3. The username and password are checked against the database.
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Figure 2. Register Page Figure 3. Login Page

If all the information is correct, the user is taken to their dashboard, which is shown in Figure 4. Through
this dashboard, a user can turn on and off lights and a fan, open and close blinds, see a live stream of the
camera, read the value of current temperature, and take pictures and videos. Specifically, the current
temperature reading is updated every five seconds with the value from a temperature sensor connected to
the Raspberry Pi. All temperature values are also stored in the database for future reference. The current
status of the light is shown in the dashboard and is stored in the setting table in database. The live video
stream can be viewed and recorded. Moreover, the buttons are designed as an input form that, when clicked,
send requests to the PHP web server and trigger the server to run Python scripts to respond to the user’s

requests. The logout link logs out the user and redirects to the login page.
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Figure 4. Dashboard

Further, an admin user has the option to add a new user through the dashboard. Figure 5 shows the page
for the admin to add a new user. Here we separate the admin user from other users so that the system is
more secure. That is, “Add User” option in the dashboard is only visible to the admin user. Moreover, an

admin user can also view the information of all the other users, as shown in Figure 6.
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Figure 5. Add New User Page



Figure 6. View Users Page

4.2 Prototype

Figure 7 shows the overall setup of our IoT smart home prototype. Specifically, a Raspberry Pi 3 Model
B connects to lights, blinds, a fan through an Arduino Uno [8], a camera through anther Raspberry Pi 3
Model B, and a temperature sensor. Figure 8 demonstrates the pin connections on the Raspberry Pi. The
lights apply an 8 channel 5V relay [12] and Supernight 5M/16.4 Ft SMD 3528 RGB 300 LED Color
Changing Kit lights [13]. The blinds use a TowerPro SG-5010 servo motor [14]. The fan is controlled
through an Optek OPV332 infrared light bulb [15] connected to the Arduino Uno. The camera is a picamera
[16]. The temperature sensor is a DHT22 temperature and humidity sensor [17]. The total cost of the entire

prototype is about $238.50.
=

Figure 7. Overall Setup of IoT Smart Home



Figure 8. Pin Connections for Entire Smart Home

4.3 Lights

The light control system is implemented using the string lights and the eight channel relay [12], as
shown in Figure 9. The Raspberry Pi is connected to the light through the relay, as shown in Figure 10.
Here we do not connect directly the Raspberry Pi to the lights, because the Raspberry Pi cannot provide
enough power to lights. We create the hardware connection by referring to the online tutorial [18].
Specifically, the VCC, IN2, and GND pins on the relay are connected to pins 2, 19, and 6 on the Raspberry
Pi, respectively. The lights are turned on or off by running one of two Python scripts in the Raspberry Pi.
When the button “Turn On Light” in the user’s web browser is clicked, the script to turn on the lights is

executed. Similarly, when the button “Turn Off Light” is clicked, the other script is executed.

Figure 9. Relay Connections From Relay to Lights  Figure 10. Connections From Relay to Raspberry Pi




4.4 Blinds

The blinds control system is implemented using the servo motor connected to the Raspberry Pi, as
shown in Figure 11. The servo motor [14] has been modified to spin forwards or backwards continuously,
referring to the online tutorials [19, 20, 21]. Specifically, the power (red wire), control (yellow wire), and
ground (brown wire) pins on the servo motor are connected to pins 4, 3, and 14 on the Raspberry Pi,
respectively. In our prototype, we use a small bottle with two strings tied to it to attach to the servo motor.
The strings are to be connected to the chords of the blinds. Moreover, the servo motor is mounted to a
wooden frame, which is built from one 3°x3”x0.5” wooden plank. The frame has two 12”x3” pieces on the
outside, two 77x3” pieces on the interior, and four 1.5”x3” pieces holding the motor and the bottle. The
wooden frame is necessary to support the servo motor and provides enough stability to allow the motor to
pull up the blinds. Similar to the control of lights, the servo motor is controlled by running two Python
scripts in Raspberry Pi. One script spins the motor forward to pull up the blinds, whereas the other script is
for spinning the motor backwards and pulling down the blinds. The script for pulling up (or down) the

blinds is executed when a user clicks the “Open Blinds” (or “Close Blinds”) button in the dashboard page.

Figure 11. Blinds Frame and Servo Motor Setup and Connection with Raspberry Pi

4.5 Fan

The raspberry pi uses an infrared light bulb [15] that emits light at different frequencies to communicate
with the fan, as shown in Figure 12. Specifically, the bulb is connected to the GND and 13 pins on an
Arduino Uno. Moreover, the Arduino communicates with the Raspberry Pi through a serial port. Our

innovation for controlling the fan is to use the frequency of the bulb lighting to determine the operation that



the fan should execute. Specifically, the fan used has four different operations: On, Off, Speed, and Rotate.
The Raspberry Pi contains four Python scripts, one for each of the fan operations. When a user clicks a
button in the dashboard page for controlling the fan, the request is sent to the web server in Raspberry Pi
that runs a Python script to control the frequency of the infrared bulb, which in return instructs the operation

of the fan.

Figure 12. Fan Connection

4.6 Camera

The camera is connected to a separate Raspberry Pi. As shown in Figure 13, a picamera [16] is used
for live video streams and pictures. We use the built-in library “Picamera” in Python [22] to obtain live
video streams and pictures from the picamera. The video sent from the pi is in the H264 format.

The main Raspberry Pi establishes a connection with the remote Raspberry Pi attached with the
picamera, using a Python library “Paramiko” [23, 24, 25]. Specifically, such a library provides a way to
create an SSH client in the main Raspberry Pi. That is, the main Raspberry Pi uses the Paramiko library to
establish the SSH connection with the remote Raspberry Pi and then sends a command to the remote

machine to run a Python script that takes a picture or video, or emails the picture or video taken.



Figure 13. Camera

4.7 Temperature Sensor

The temperature sensor is a DHT22 temperature sensor [17]. As shown in Figure 14, the sensor has
been soldered to a board with a distance sensor as well. The temperature sensor only needs 3.3V of power.
As a result, the power (red wire), ground (black wire), input (blue wire) pins from the temperature sensor

are connected to pins 1, 20, and 7 in the Raspberry Pi, respectively.

Figure 14. Connection From a Temperature Sensor to Raspberry Pi



5. Lessons Learned

The entire project was a learning opportunity. As a group, we learned about IoT technologies and how
they can be used in a smart home system. We became to appreciate the versatility and understand the
limitations of a Raspberry Pi. We acquired knowledge of how to connect a Raspberry Pi to lights and blinds
to control them, how to use infrared to operate a fan, and how to communicate information between two
Raspberry Pis. In addition, we gained many web design skills like HTML, CSS, JavaScript, PHP, and
MySQL for IoT applications.

6. Conclusions

In this project, our main contribution is a prototype of an affordable and accessible smart home system.
Our prototype, with a few modifications, can control lights, blinds, a fan, and a camera in any home. The

prototype can be used as a basis for more advanced smart home systems.

For the future works, we plan to enhance our smart home system by considering more devices in the
home, such as an oven, a stove, a garage door, and an air conditioner. We will also consolidate our designed
system by introducing the methods from machine learning [26]. That is, the smart home system is able to
automatically turn on or off connected devices based on the information in the home environment. A simple

example is that a fan is automatically turned on when the temperature is above a certain value.
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