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Technical Perspective
A Chilly Sense of Security

By Ross Anderson

THE FOLLOWING PAPER by Alex Halder-
man et al. will change the way people
write and test security software.

Many systems rely on keeping a
master key secret. Sometimes this
involves custom hardware, such as a
smartcard, and sometimes it relies on
an implicit hardware property, such as
the assumption thata computer’s RAM
loses state when it is powered off. And
software writers tend to assume that
hardware works in the intuitively obvi-
ous ways.

But technological progress can un-
dermine old assumptions.

Years ago, Sergei Skorobogatov
showed that memory cells used in
microcontrollers could retain their
contents for many minutes at low tem-
peratures; an attacker could freeze a
chip to stop its keys evaporating while
he depackaged it and probed out the
contents.

That was long thought to be an ar-
cane result of relevance only to engi-
neers designing crypto boxes for banks
and governments. But, as this paper il-
lustrates, progress has made memory
remanence (as it is known) relevant to
the “ordinary” software business, too.
Modern memory chips, when powered
down, will retain their contents for sec-
onds even at room temperature, and
for minutes if they are cooled to the
temperatures of a Canadian winter.

The upshot is that your laptop en-
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cryption software is no longer secure.

The key used to protect disk files is
typically kept in RAM, so a locked lap-
top can be unlocked by cooling it, in-
terrupting the power, rebooting with a
new operating system kernel, and read-
ing out the key.

Even if a few bits of the key have de-

ey
This neat piece

of work emphasizes
once more the

need for engineers
who build security
applications to

take a holistic view

of the world.

cayed, common implementations of
both DES and AES keep redundant rep-
resentations of the key in memory to
improve performance; these not only
provide error correction but enable
keys to be found quickly.

For their piece de résistance, the au-
thors show how to break BitLocker, the
disk encryption utility in Microsoft Vis-
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ta, and the culmination of the 10-year,
multibillion-dollar “Trusted Comput-
ing” research program. BitLocker was
believed to be strong because the mas-
ter keys are kept in the TPM chip on
the motherboard while the machine is
powered down. Hundreds of millions of
PCs now have TPM chips; your PC cost
a few dollars more as a result. But did it
make your PC more secure? It turns out
that keys remain in memory so long as
the machine is powered up; and worse,
they are loaded to memory when the
machine is powered on, before the user
ever has to enter a password. In either
case, the memory remanence attack
can suck them up just fine. The upshot
is that you're less secure than before.
An old-fashioned disk encryption util-
ity can at least protect your data when
your machine is powered down. Adding
“hardware security” has undermined
even that.

This neat piece of work emphasizes
once more the need for engineers who
build security applications to take a ho-
listic view of the world.

Software alone is not enough; you
need to understand the hardware, and
the people too.
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